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Re-execution causes memory inconsistency bugs!
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Question:

How can we ensure that intermittent programs execute correctly?

Surbatovich et al. 2019, 2020: practical implementation + correctness of intermittent executions
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Overview of our work

 Model key operations: checkpoint, crash, restore, re-execute.

o One approach: checkpoint everything not read-only (Derakhshan et al. 2023)

o More efficient: only checkpoint write-after-read variables

* First type system based on modal logic to characterize the correctness of
programs under crashes.

Types allow us to automatically check that programs can execute
correctly intermittently.
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Type System

store types A = int | bool
basic types T :=unit | A

unstabletypes " :=T ||z |[z'V "]V

table t
stable types v =17"|nat = 1

access qualifiers g := CK | RD | MtWt | Wtn




Type System

store types A :=1int | bool
basic types T :=unit | A

unstabletypes ¢“:=T || z°| 7" Vv " | v

stable types 5 =1 7% | nat ~ 7°

access qualifiers g := CK | RD | MtWt | Wtn

Ckpt(y)
X :=Y;

W:i=X+Y




Type System

store types A := int | bool Connection to Adjoint Modal Logic
basic types T :=unit | A .
 Independence principle: validity

unstable types 74 :=T| | 75| 7V 7" | v, does not depend on truth.

stable types N T
v A Valid
access qualifiers g := CK | RD | MtWt | Wtn l
B True
Ckpt
pXCZ ) 1  Here: stable values (s) do not depend
i Y T on unstable values (u).
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Type System

store types A :=1int | bool
basic types T :=unit | A

unstabletypes =T ||’ |z“Vv "],

Stablepes =t |nat~< | Crash type
access qualifiers g := CK | RD | MtWt | Wtn 0 l T :
— unitvVv | (nat ~ 1 0)

Successful Re-execution
execution
Ckpt(y)
W:=X+y




Type System

store types
basic types

unstable types
stable types

access qualifiers ¢ := CK | RD | MtWt | Wtn

A :=1int | bool
T:=unit |A
=Tl | t"Vv"|y,

" =17" |nat = 7’

Ckpt(y)
X += y; . —
y:i=2;
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. Unstable typing judgment

IEHQ;ZI—Sigxzzy:C—IQ’

Energy NV \Y
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context context

Stable typing judgment
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Type System

store types
basic types

unstable types
stable types

access qualifiers ¢g := CK | RD | MtWt | Wtn

A :=1int | bool
T :=unit | A
=Tl | t"Vv"|y,

" =17" |nat = 7’

Ckpt(y)
X =y, B
y:i=2;
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Type System

store types A :=1int | bool
basic types T:=unit | A Command sequencing
unstable types ¢“:=T || 7" | "V "]V, x:T@MtWt, y:r @ CK x:7@Wtn, y:r @ CK
stable types =1 7" | nat ~ 7° AN AN
access qualifiers ¢g := CK | RD | MtWt | Wtn m‘ Q; 2 I_Sig L.=Y. Cunit — L
mhﬂ’;i Fsig Y=z 787
Ckpt(y) m | QX g xi=yy =217 Q7
X =V h— /
x:t@Wtn, y:7@CK
W:=X+y
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L2

L3

Ckpt(y
X =Y
y = 4;
W:=X+Yy
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Wtn CK = RD MtWt
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Wtn CK RD  Wtn
1 o | 2 | 3

initial

state

L1

L2

LS

~-&C

x|y|z|w

MtWt CK  RD MtWt
0 | 1 2 | 0
\ 4
Wen CK  RD MtWt
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Logical Relation

# crashes

C(NRRR) INV IV e, “sZINVIVIC) e ZIC ™

Intermittent execution Continuous execution Crash type

Correctness:

Every intermittent execution of a well-typed program can be simulated by
Its continuous execution.
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Term Relation

Base case
(AN INVIV e, QZINVIVIc) €& [Cuyniel




Term Relation

Base case
([ INVIV I QZINVIVIc) €& [Cynicl

Inductive case

([RER] 1NV, [V e, =] NVz [V 1€) €Z[Cunicl ™t WVi\ MW
l . = NV,\{MtWt})

;O

(ml NV [ Vicy, s INV, [ VIc)e Z7[LT unit]® or
=TINL VI, CIN, (VI e 7L (nat »TC)]*

Iff

C= | TunitvVv | (nat ~= 7 C)
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Value Relation

( l V’1 | V| C1, kq:l NVZ | V| C) € %Hounit]]k-l_l Crash



Value Relation

( | NV,l | V| C1, \'q:l NVZ | V| C) € %IICUnit]]k-l_l Crash
([ ] INVLIVIL etin(h > 0,1 ¢ ), \@YTINV, I V1 ) €Z[L (nat 1 Cypie)]*  Pwos
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Value Relation

( l NV,l l v l C1, \'q:l NVZ I Vv I C) € %IICUnit]]k-l_l Crash
iff ([ =] INVIVILet#tind > 0,1 ¢), @ZINV, [ VI)eZ[L (nat «7Cypi)]*  pwor

ff (=] TNV Tettin(h > 0,1 ¢), “@ZINV, I VI ) €7 [nat w1 Cypi]© seevest
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Value Relation

( l NV,l l v l C1, \ﬂ:l NVZ I Vv I C) = 7HCUnitﬂk+1 Crash
Iff ( | NV'11 V I e#in(b > 0,7 ¢), \.q:| NV, [V ) EZ L (nat w1 Cyni )]k pwos

iff ([ =] INVy | e#in(b>0,Tc), @WZINV, | V| ¢) €7 [nat «T Cypil  warvest
Iff ( m | NV,1 1T ¢, \'q:l NVZ | V| C) E%IIT CUnit]]k Restore
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Value Relation

(LI 1V e SR 1V 1D €77 1Cyncd
Iff ( | NV'11 VI e#tin(b > 0,T ¢), \-QZI NV, |V Ic)EZ [l (nat w1 Cypic)]®  wor
iff | NV'; | e#in(b > 0,1 ¢ ), @ZINV, |V ¢) €7 [nat «1 Cypiel®  mewves
ff CRRE) I NV 1 e, \EITI NV, [V ] €) € 77T Cunicl® Restore
iff (m | NV', IV ¢, \q:| NV, [V )€ E[C . ]k WV \{MiWwr)

= NV, \{MiWt})
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Metatheory

* Type Soundness: progress + preservation

 Fundamental Theorem: a syntactically well-typed program is semantically
well-typed.

 Adequacy: semantically well-typed programs are correct.

Every intermittent execution of a well-typed program can be
simulated by its continuous execution.

m ~ &
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Conclusion

* First logical interpretation of key operations of intermittent execution
* A core calculus for Crash types with type soundness
* A novel logical relation to characterize correctness

e Extensible to other modes of execution

Future work

* Other classes of bugs (repeated 1/0)
 Shared memory concurrency

e Other systems crash too!
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