Modal Crash Types for
Intermittent Computing

Myra Dotzel
PhD student, CSD, CMU

Joint work with Farzaneh Derakhshan,
Milijana Surbatovich, and Limin Jia




Intermittent Computing

* tiny devices that compute in inaccessible
environments




Intermittent Computing

e cannot rely on continuous energy sources




Intermittent Computing

 charge, compute, and crash frequently




Intermittent Computing

* rely on a combination of NV and V

NV survives power failures, V does not

* runtime system support




Checkpointing depends on execution mode

Ckpt
X =Y

W:=X+YV
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letx=51n

p h=c
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Checkpointing depends on execution mode

)

Ckpt
X =Y
Y =4

Atomic region

letx=5i1in
h:=c

JIT region

Restore
NV PwOff NV
Ckpt

Atomic regions checkpoint ahead of time.



: ‘ Ckpt

. X =Y,

: W:=X+Yy
\ Atomic region

Checkpointing depends on execution mode

Restore
NV PwOff NV V
Ckpt

Atomic regions checkpoint ahead of time.

-----------------

letx=51n

JIT region

NV

PwOff Restore
NV V

JIT regions checkpoint just in time.



Question:

How can we prove that programs execute correctly
despite these power failures??




Answer:

It depends on what we checkpoint!




What do we need to checkpoint?

Ckpt
X =Y

y =g
W:i=X+Yy




Checkpoint nothing
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Checkpoint nothing

1CKpt( )

2 X:=Y,

3 Y = 4;

4 W:=X+Yy
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Checkpoint everything!

1Ckpt(x,y,w,z)
R X :=Y;
3 Yy = Z;
4 W:=X+Yy
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Checkpoint everything!

1Ckpt(x,y,w,z)
R X :=Y;
3 Yy = Z;
4 W:=X+Yy
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Checkpoint everything!

1Ckpt(x,y,w,z)
R X :=Y;
3 Yy = Z;
4 W:=X+Yy
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Checkpoint everything!

1Ckpt(x,y,w,z)
R X :=Y;
3 Yy = Z;
4 W:=X+Yy

NV

Z

Restore
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Do we really need to checkpoint everything?

written before _ |1 CKRpt(2?%)
read > e :=‘,y§.

. oy

4 W:i=X+YV

;

safe to read
here

Z 1S never
updated




No, only the write-after-read variables [Lucia et al. ’15]

1 Ckpt ()
- X :=‘:Y§. —— read
5 Y :i=2;

write/4/W;=X+y

y is a write-after-read (WAR) variable.
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Checkpoint write-after-read variables

1CKpt(y)

R X:=Y;

3 y = 4,

4 W =X+Yy

NV
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write-after-read
variables

" real systems



Checkpoint write-after-read variables

1Ckpt(y)

2 X =Y,

3 y = 4,

4 W:=X+Yy

Ckpt

ck

21

NV

SN AV

b | bk | =h O | X

NN ==L

W olo|o|S

nothing
Q> consistency bugs!

everything

q—) inefficient!

write-after-read
variables

" real systems



Checkpoint write-after-read variables

1Ckpt(y)

2 X =Y,

3 y = 4,

4 W:=X+Yy

Ckpt
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Checkpoint write-after-read variables

1Ckpt(y)

2 X =Y,

3 y = 4,

4 W:=X+Yy
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Checkpoint write-after-read variables

1Ckpt(y)

2 X =Y,

3 y = 4,

4 W:=X+Yy

NV
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Checkpoint write-after-read variables

NV HEEE v
1CKkpt(y) x|ylz|w N NV ix|y|lz|w
2 X =Y, ol1/210 1 110111210 nothing
3 Y = Z; 11111210 Q@é@@ =11111210 q—) consistency bugs!
4 W=x+Vy| s[1]1]2]0 1]2]2]0

q—) inefficient!
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" real systems
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Checkpoint write-after-read variables

1Ckpt(y)

2 X =Y,

3 y = 4,

4 W:=X+Yy

NV
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Checkpoint write-after-read variables

NV V
1CKkpt(y) Fa NV x|y |z|w
2 X =Y, 1 11011120 nothing
3 Yy = Z; 1 211120 Q> consistency bugs!
41112213 everything
q—) inefficient!

write-after-read
variables

" real systems
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Checkpoint write-after-read variables

NV V
1CKkpt(y) Fa NV x|y |z|w
2 X =Y, 1 11011120 nothing
3 Yy = Z; 1 211120 Q> consistency bugs!
41112213 everything
q—) inefficient!

write-after-read
variables

" real systems
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Checkpoint write-after-read variables

NV V
1CKkpt(y) Fa NV x|y |z|w
2 X =Y, 1 11011120 nothing
3 Yy = Z; 1 211120 Q> consistency bugs!
41112213 everything
q—) inefficient!

write-after-read
variables

" real systems
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Checkpoint write-after-read variables

NV V
1CKkpt(y) Fa NV x|y |z|w
2 X =Y, 1 11011120 nothing
3 Yy = Z; 1 211120 Q> consistency bugs!
4 W:i=X+Y 2 511220 |
201121213 everything
q—) inefficient!

write-after-read
variables

% consistent *
memory!

" real systems

30



More precisely:

How can we prove that programs execute correctly
intermittently when checkpointing only WAR variables”?




Ensuring correctness

O0— O0——0—0——0——>

 first formal framework for reasoning about intermittent execution
[Surbatovich et al. ’20]
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Ensuring correctness

O0— O0——0—0——0——>

 first formal framework for reasoning about intermittent execution
[Surbatovich et al. ’20]

e type system focused on correct variable accesses [Surbatovich et al. ’23]
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First logical interpretation of intermittent computing
power off, restore, commit.

34



First logical interpretation of intermittent computing

power off, restore, commit.

One approach: checkpoint
everything not read-only
[Derakhshan et al. 23]

y— 1 yE = 2
7 2 wE = 0

w = 0

35

Ckpt(x,y,w)
X =Y;
Y =2




First logical interpretation of intermittent computing

power off, restore, commit.

One approach: checkpoint More efficient: checkpoint
everything not read-only only write-after-read
[Derakhshan et al. ’23] variables

x 0 x 0 H yE > 2

y 1 y 1

z 2 2 2

w0 w0

Types allow us to automatically check that programs can execute

correctly intermittently.

36




Outline

* |Intermittent computing
* Overview

 Type system

* | ogical relation

 JIT mode

 Key theorems

e Conclusion

37



Basic types and access qualifiers

basic types T .= int | bool | unit

access qualifiers ¢g := CK | RD | MtWt | Wtn

unstabletypes " :=T ||z |z'V "]V CK — checkpointed
stable types %=1 74 | 1l ~ 7

RD — read only

MtWt — must-first-write

Ckpt
MWt < ; 9;) Wtn — written
Wi=X+y
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Stable and unstable types

basic types T :=1int | bool | unit
access qualifiers ¢ := CK | RD | MtWt | Wtn
unstabletypes " :=T ||z |t"Vv "]y,

stable types o= 17" | [ ~ 7’ 7" code inside of checkpoints

T° rograms after commit
Ckpt(y) prog

X =Y,

39



Adjoint Logic*

basic types T := int | bool | unit Independence principle: universal truth
access qualifiers ¢ := CK | RD | MtWt | Wtn| dO€s not depend on ephemeral truth.

unstabletypes =T || 7| "Vv "] Vi

stable types =171 ~ v’
Ckpt(y)

X =

* [Pruiksma et al. ’21, Pfenning et al. 'Ol, Benton et al. '97]



Adjoint Logic*

basic types T:=int | bool | unit Independence principle: universal truth
access qualifiers ¢ := CK | RD | MtWt | wen| does not depend on ephemeral truth.
unstabletypes " :=T ||z |t"Vv "]y, “It is always cold”

stable types =17z 1IN ~ v

“It is cold today”

Ckpt(y)
X =Y,

* [Pruiksma et al. ’21, Pfenning et al. 'Ol, Benton et al. '97]



Adjoint Logic*

basic types T:=int | bool | unit Independence principle: universal truth
access qualifiers g := CK | RD | MtWt | Wtn does not depend on ephemeral truth.
unstable types =T || 7| " Vv "] Vv, “It is always cold”

stable types ¢t i=17" | [l ~ 7’ T l

“It is cold today”

Ckpt(y)
X :=Y;

* [Pruiksma et al. ’21, Pfenning et al. 'Ol, Benton et al. '97]



Adjoint Logic*

basic types T:=int | bool | unit Independence principle: universal truth
access qualifiers g := CK | RD | MtWt | Wtn does not depend on ephemeral truth.
unstable types =T || 7| " Vv "] Vv, “It is always cold”

stable types ¢t i=17" | [l ~ 7’ T l

“It is cold today”

Ckpt(y) Here: stable values (s) do not depend on
X =Y, B unstable values (u).

* [Pruiksma et al. ’21, Pfenning et al. 'Ol, Benton et al. '97]



Adjoint Logic*

basic types T := int | bool | unit Independence principle: universal truth
access qualifiers g := CK | RD | MtWt | Wtn does not depend on ephemeral truth.
unstabletypes " :=T ||z |t"Vv "]y, “It is always cold”

stable types ¢t i=17" | [l ~ 7’ T l

“It is cold today”

Ckpt(y) Here: stable values (s) do not depend on
X =Y, B unstable values (u).

TS

R,estoreT l PwOff

TM

* [Pruiksma et al. ’21, Pfenning et al. 'Ol, Benton et al. '97]



Crash Type

basic types T :=int | bool | unit
access qualifiers ¢ := CK | RD | MtWt | Wtn

unstabletypes =T ||| t"Vv "] Vi

stable types =1 7" | [l ~ 7°
C = V
successful Failed
execution execution
Ckpt(y)
X =V,

AT
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Crash Type

basic types T :=int | bool | unit
access qualifiers ¢ := CK | RD | MtWt | Wtn

unstabletypes =T ||| t"Vv "] Vi

stable types 0 =1 7" | [J0Rf] ~ 7° Commit,
C=] V
successful Failed
execution execution
Ckpt(y)
X =V,

AT

46



Crash Type

basic types T :=int | bool | unit
access qualifiers ¢ := CK | RD | MtWt | Wtn

unstabletypes =T ||| t"Vv "] Vi

stable types 8 =1 7" [ [l ~ 7° Success!
C= | Tunit Vv
successful Failed
execution execution
Ckpt(y)
X =V,

Wi =X+YV
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Crash Type

basic types T :=int | bool | unit
access qualifiers ¢ := CK | RD | MtWt | Wtn

unstabletypes =T ||| t"Vv "] Vi

stable types 8 =1 7" [ [l ~ 7° PwOff
C= | TunitvVv |
successful Failed
tion execution
Ck D t (y) execu
X =V,

Wi =X+YV
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Crash Type

basic types T :=int | bool | unit
access qualifiers ¢ := CK | RD | MtWt | Wtn

unstabletypes =T ||| t"Vv "] Vi

stable types o =1 7" | [l ~ 7° Harvest
C= lTunitv | (Y ~ )
successful Failed
Ck p t (y) execution execution
X =Y,
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Crash Type

basic types T :=int | bool | unit
access qualifiers ¢ := CK | RD | MtWt | Wtn

unstabletypes =T ||| t"Vv "] Vi

stable types o =1 7" | [l ~ 7° Restore
C= ) tunitv | (@M ~ 1 )
successful Failed
Ckp t (y) execution execution
X =Y,
W:=X+YV
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Crash Type

basic types T :=int | bool | unit
access qualifiers ¢ := CK | RD | MtWt | Wtn

unstabletypes =T ||| t"Vv "] Vi

stable types =1 7" | 1R ~ 7° Re-execute
C= lTunitv | (g ~ 71 C)
successful Failed
Ckp t (y) execution execution
X :=Y;
W:=X+YV

51



Typing judgments

basic types T :=int | bool | unit
access qualifiers ¢ := CK | RD | MtWt | Wtn

unstabletypes =T ||| t"Vv "] Vi

stable types =17 | 1 ~ 7° |-
Assumptions To show
Ckpt(y)
X:=y; |
W =X+Yy
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Typing judgments

basic types T :=int | bool | unit
access qualifiers ¢ := CK | RD | MtWt | Wtn

unstabletypes =T ||| t"Vv "] Vi

Unstable typing judgment

stable types =1 7" | [l ~ 7° -
Ckpt(y)
: Stable typing judgment

X 1= ;
|_

53



Typing judgments

basic types T :=int | bool | unit
access qualifiers ¢ := CK | RD | MtWt | Wtn

unstabletypes =T ||| t"Vv "] Vi

Unstable typing judgment

stable types =17 | 1 ~ 7° - % = y . C
Command is
well-typed

Ckpt(y)
: Stable typing judgment

X 1= ;
|_
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Typing judgments

basic types T :=int | bool | unit
access qualifiers ¢ := CK | RD | MtWt | Wtn

unstabletypes =T ||| t"Vv "] Vi

Unstable typing judgment

stable types =1 7" | [l ~ 7° m ‘ - v = y C
Energy
buffer
Ckpt(y)
X =Y, Stable typing judgment

W:=X+YV -
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\d *
*

Typing judgments

basic types T :=1int | bool | unit
access qualifiers ¢ := CK | RD | MtWt | Wtn
unstable types " :=T | ] | t"Vv "]V,

x:1ly:t
A\ U \)
stable types =17 | [l ~ 7 ‘EHQ‘ZFX:YC

Energy NV+V

Unstable typing judgment

* *
* 4
lllllllllllllllllllllllll

buffer typing
contexts

Ckpt(y)

X =Y, Stable typing judgment

|_
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Typing judgments

basic types T :=int | bool | unit
access qualifiers ¢ := CK | RD | MtWt | Wtn

unstabletypes =T ||| t"Vv "] Vi

Unstable typing judgment

X.7lly:1
stable types =1 7" [ [100E] ~ 7° m‘Q‘ZFX=YC—|Q/
Energy NV+V Post-
buffer typing context
contexts
Ckpt(y)
X =Y, Stable typing judgment

-
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Typing judgments

basic types T :=int | bool | unit
access qualifiers ¢ := CK | RD | MtWt | Wtn

unstabletypes =T ||| t"Vv "] Vi

Unstable typing judgment

X.7lly:1
stable types =1 7" | [1ENE] ~ 7° m\Q\ka=yC—IQ’
Energy NV+V Post-
buffer typing context
contexts
Ckpt(y)
X =Y, Stable typing judgment

I | O F Ckptlyen |- 1 C

W:= X+YV;
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Typing a program bottom-up

basic types T :=int | bool | unit
access qualifiers ¢ := CK | RD | MtWt | Wtn

unstabletypes =T || t°| ¥ Vv "]V,

stable types 5 =1 7% | [N ~ 7
Ckpt(y)
X =Y,

- Ckpt

59
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Typing a command

basic types T := int | bool | unit
access qualifiers ¢ := CK | RD | MtWt | Wtn
unstable types “:=T ||| 7"V "]V,
stable types =17 | Il ~ 7

Ckpt(y)
X :=Y;
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Typing a smaller command

basic types T :=int | bool | unit
access qualifiers ¢ := CK | RD | MtWt | Wtn

unstabletypes =T || t°| ¥ Vv "]V,
“ | (HNN| ~ 7°

stable types =17

Ckpt(y)
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Type checking x:=y; y:=

basic types T := int | bool | unit
access qualifiers ¢ := CK | RD | MtWt | Wtn
unstable types 74:=T || 7%| 7“V 7" | v, XZM’GW’G,YS{ XIth,yii}j
stable types 8 =174 | JRNR) ~ 7° m
| Q|2 Fx:=y:0CH
Im|£2’|Zl—y:=z:T”—IQ”
¢ . ¢ . U !/

wews | OFPUY) I QlZkx=yy=z:1H40

X =Y /
CK/ y . Z;\ RD X:th,y:CK

W ;X +y

Win
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Example — -

NV"|V|Z|"" NVX|V|Z|W
MtWt CK  RD MtWt MtWt CK  RD MtWt
1
I CKDL(Y) 0| 1] 2|0 o | 1] 2|0
2 X:=Y;
S y = Z;
T wWwWE=X+y
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Example — -

WX |y |z w Voy WXy |z w
— MtOWt C1K ZD M;Wt Ckpt » CK MtWt CK  RD MtWt
pt(y) 1 1 1 0 1 2 0
2 X =Y,
S y = Z;
T Wi=X+Yy
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(11 v

Example

WX |y |z w Voy WXy |z w
MtWt CK  RD MtWt CK MtWt CK  RD MtWt
0 1i2 o | =2 [, Lo 1] 2] 0
1 Ckpt(y)
2 X:=V Wen CK ' RD MtWt CK
z V= 2Z; 2 | 1 2 0 2 1
¢ w=X+Yy
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(10 &

WX |y |z w Voy WXy |z w

MtWt CK  RD MtWt Clept CK MtWt CK  RD MtWt

 CRDE) 0 1i2 0 o[ Lo 12 o0
2 X:=vV; Wtn CK ° RD MtWt CK
z V= 2Z; 2 | 1 l 2 0 2 1
4 W =X+Yy Wen CK ° RD MtWt CK

3 1 1 2 0 3 2
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(10 &

WX |y |z w Voy WXy |z w
MtWt CK  RD MtWt CK MtWt CK  RD MtWt
0 1i2 0 | Pwoff Lo |1 ]2 0
1 Ckpt(y)
2 X:=V Wtn CK ' RD MtWt
3 y:: Z; Q 1 1 l 2 0
4 W =X+Yy Wen CK ° RD MtWt

3 1 1 2 0
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[[1T] S

WX |y |z w Voy WXy |z w
MtWt CK  RD MtWt CK MtWt CK  RD MtWt
0 1 2 0 1 1 0 1 2 0
1 Ckpt(y) l
o X =V Wtn CK ° RD MtWt
4 W =X+Yy Wen CK ° RD MtWt
1 1 2 0
s

1

1

2

0
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(L[] &

NV X | y | z | w V 'y Ny X | y | Z | W
MtWt CK RD MtWt CK MtWt CK RD MtWt
0 1 1'22 0 1 1 0 1 2 0
1 Ckpt(y)
2 xi=y Wen CK ' RD MtWt
z V= 2 2 1 1 ‘L 2 0
. W=X+Yy Wen CK ' RD MtWt

1 1i2 0

Wen CK ° RD MtWt CK
2 1 1 2 0 2 1
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(L[] &

NV X | y | z | w V 'y Ny X | y | Z | W
MtWt CK RD MtWt CK MtWt CK RD MtWt
0 1 l 2 0 1 1 0 1 2 0
1 Ckpt(y)
2 xi=y Wen CK ' RD MtWt
z V= 2 2 1 1 i 2 0
. W=X+Yy Wen CK ' RD MtWt

CK

CK
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(L[] &

NV X | y | z | w V 'y Ny X | y | Z | W
MtWt CK RD MtWt CK MtWt CK RD MtWt
0 1 i 2 0 1 1 0 1 2 0
1 Ckpt(y)
2 xi=y Wen CK ' RD MtWt
z V= 2 2 1 1 i 2 0
. W=X+Yy Wen CK ' RD MtWt

CK
= 1

CK
3 2

CK

/1



(L[] &

NV X | y | z | w V 'y Ny X | y | Z | W
MtWt CK RD MtWt CK MtWt CK RD MtWt
0 1 i 2 0 1 1 0 1 2 0
1 Ckpt(y)
2 xi=y Wen CK ' RD MtWt
z V= 2 2 1 1 i 2 0
. W=X+Yy Wen CK ' RD MtWt

CK
= 1

CK
3 2

CK

Commit

(2



1 Ckpt(y)
& X =Y,
S y = 4

NV X|y|2|w

MtWt CK

RD MtWt

Wtn CK °~ RD MtWt
1 i 2 | 0
Wtn CK °~ RD MtWt
3 1 1 2 0

2 1 1 i 2 0
Wtn CK ~ RD MtWt
3 1 1 2 0
Wtn CK ~ RD Wtn
4 1 2 2 3

/3

CK

CK

CK

\-q:

Ny OX Y |z w
Mt Wt CK RD Mt Wt
1 0 ‘ 0
Wtn RD MtWt
Wtn RD MtWt
3 1 2 2 0
tn
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Proving Correctness

Every intermittent execution of a well-typed program can be simulated
by Its continuous execution.

p
> . SRS
= e
. il - -~
i -
< g 2z
o e
A y.' " y’
d N D
. i
2 2l
affv- _ -

need to de
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Binary Logical Relation

Every intermittent execution of a well-typed program can be simulated
by Its continuous execution.

# crashes *e

CIRRRE] INV IV e, “TZINVIVI) e [Cuniel™

Intermittent execution Continuous execution Crash type

/6



Term Relation

([HRRR] INV 1V 1y, SsQZINVIVIcy) € & [Cunicl™

where C; is...

X =Y €1, &

1f v then ¢y else ¢, letx=e1nc



Value Relation

C[RRRE] INV 1V v, S ZINVIV ) e

where Vi is...

n false l /EEE’\:(T c)

true skip

Tc



No remaining power failures

([RRRE] INVIVIeQZINVIVIC) e&




A power failure Is possible!

RN 1NV Ve S INV, 1V ) €2y D

Crash Sucecess

— ... — 0 O—— ... —H

I —Or—

J— ...



If there Is a power failure...
(m [NV I Vg, \'QZI NV, [V Ic)e E[Cynil



Device powers off
(m [NV I Vg, \-GZI NV, [V Ic)e E[Cynil

l* ' 0
\ 4

iff (=] INV V1L /EEE\ (1c), “QCINV, IVIc)eZ [l (M1 Cynie)]*  Pwor




Harvest energy from the environment
CORER) I NVL Ve, “ZINV, [V Ic) e E[C ]

l* ' 0
\ 4

iff ([ = ] INVIVIL EEE\ (Tc), “QCINV, IVIc)eZ [ (M1 Cypir)]©  ewor
ff (=] INV, 12 ) (1e), " QCINV; IVIc) €7 [T Cypilk  marves

'a (for all (NNN))




Execution state Is restored
(m INVy [V e, \-d:| NV, [V Ic)e ENCyni ]t

v

--3

ff ([ ] INV VL EERT (T ¢ ), \@CINV, 1V Ic) €7 [ (M1 Cypi)]k  pwors

A

A

>
11

ff (=] ISR e ), “ZINV, 1V I ©) €7 [M 1 Cypielk merves
Iff ( m | NV,1 1T c, \'q:l NV, | V] C) E%IIT CUnit]]k Restore




Prepare for re-execution
(m NV, [V, \ﬂ:| NV, [V Ic)e ENCyni ]t

v

Iff (- | NV VI ===\ (T c), \q_| NV, VI eZ [ (I T Cynie)]*  pwos

ff (ERLA

===\ (T ), “QQCINV, IVIc) eZ [T Cpypield  Harvest

1 ( m | |;I\IV 1 IT ¢ \'q-l NVZ | V | C) E%IIT CUnlt]]k Restore
tn
|ﬁ (m | NV”1 I V I C \q-l NVZ | V | C) - g[[CUmt]]k Re-execution

MtWt
(NV] \MtWt = NV, \MtWt)
V restored
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If there Is no power failure...

(ml NV, IV]c, \ﬂ: INV, |V]c) € F1C i ]+



Stable values are committed

([BRRI NV 1 [ VIc, Q= INV, [ VIc) e E[CypnilF

| |

ff ([ERRR]I NV'; | V'] skip, = INV'y | V| skip) € Z7[L1 unit]*

Commit



We are done!

([BERI NV 1 [ VIc, Q= INV, [VIc) e E[Cypicl*™

| |

Iff (ml NV,1 | V’| skip, \ﬂ: | NV,Z | V'I skip ) - %[[lT unit]]k Comrnit

- I NV”Z I V’l Skip ) - 7[[T unit]]k Success!
(NV{' = NVé’)

ff ([RRRN)I NV"741 V'] skip,
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* intermittent systems default to JIT mode

* checkpoints everything “just-in-time”
* NO re-execution

* hybrid JIT+Ckpt programs

90

Real programs don’t always use Ckpt

Ckpt(y)
X = ]




Example -
NV NV C | h
5 let x=51in 1 0 C1K Cg

6 C:=X+1;
7 h:=¢C
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Example

5 let x=951n
6 C:=X+1;
v h:=¢C

NV

92

NV C | h
CK CK
1 0




Example

5 let x=951n
6 C:=X+1;
v h:=¢C
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NV C | h
CK CK
1 0




Example

5 let x=951n
6 C:=X+1;
v h:=¢C

NV

low power

NV C | h
1 l 0 V X 1 0
CK CK CK
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Example

5 let x=951n
6 C:=X+1;
v h:=¢C

NV

95

NV C | h
CK CK
1 0




Example

5 let Xx=51n
6 C:=X+1;
v h:=¢C
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C | h
CK CK
1 0




Example Q-
NV C | h
5 let X =51n C1K Cg
6 C:=X+1;
?» h:=c¢
VX
CK
5
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Example

5 let x=951n
6 C:=X+1;
v h:=¢C
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NV C | h
CK CK
1 l 0o
CK CK CK .
51 l 0 15
CK CK CK -
6 | 6 ‘ 0 [ 5
CK CK
7 6 6




Example

5 letx=981n
6 C:=X+1;
v h:=¢C
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NV C | h
CK CK
1 l 0o
CK CK CK .
51 l 0 15
CK CK CK -
6 | 6 ‘ 0 [ 5
CK CK
7 6 6




Logical Relation for JIT

(m | NV; | Vg, \q:l NV, [V ) eZ[Cyni]Ht

Same great structure,
different PwOff and Restore!



Logical Relation for JIT

(Im | NV; | Vg, \q:l NV, [V ) eZ[Cyni]Ht

Crash Sucecess
00— ... — [ 00— ... — g
iff | - —or— |

O— ... —p[] O—— ... —F



If there Is a power failure...
(m NV IV, \'QZI NV, [V Ic)e Z[Cynilt?



Device powers off
(m NV IV, \'GZI NV, [V Ic)e Z[Cynilt?

| |

1 (- | NV | V'L /EEE\ (Tc"), \-q-INV V' IcHe7 [l (“—”‘M”TCUmt)]]k PWOff




Harvest energy from the environment
(m | NV [V ], \ﬂ:l NV, | V| C) = gIICUnit]]k-l-l

| |

1 (- NV V' /EEE\ (Tc"), \-q-INV V' IcHe7 [l (“—”‘M”TCUmt)]]k PwOff

Iff (H | NV”1| === (T ol ), k«: | NV,2 | V' | C,) - 7[[|IIII‘~AN~)T CU‘nit]]k Harvest

A
(for all |1IN)




Execution state Is restored
(m INVi 1V, \-d:| NV, [V Ic)e Z[Cynicl®t

I |

--3

Iff ( | NV V'L ===\:(T c), \-q:l NV, IV I eZ7[L (I T C )] Pwost

A

A

>
11

Iff ( | NV”1| =E=\:(T ol ), \q: | NV'2 | V’ | C,) - %Hlllll""w‘)T CU‘nit]]k Harvest
1 ( m | NV”l T c' ) \'q:l NVIZ V' C’) - %IIT CUnit]]k Restore




Prepare for re-execution
(m NV, 1V, \'GZI NV, [V Ic)e E[Cynel

| |

Iff (- | NV V' ===\ (Tc"), \G-INV' VI eZ[L (M1 Cynie)]*  Pwott

Iff ( |NV”1| ===\ (TC ) \q-l NV’ |V IC) - %IIIIIII‘MT CUnlt]]k Harvest
I ( m | NV”l ITC , \'q:l NV’ 2 |V’ |C’) - %IIT CUnit]]k Restore

ff CRRRE) NV 1V, \ZINV, 1V I ) e ETCynicl” Re-execution

(NV] = NV;)
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Progress and Preservation

Well-typed code doesn’t get stuck and stays well-typed



Fundamental Theorem of Logical Relation

Well-typed Atomic and JIT regions are self-related



Adequacy

Every intermittent execution of a well-typed program can be
simulated by its continuous execution

m ~ &
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In this work, we developed...

* One of the first type systems for intermittent computing
* First logical interpretation of key operations of intermittent execution
* A calculus for Crash types with type soundness

Restore

* A novel logical relation to characterize correctness NV V

Commit

C= | TunitvVv | (nar ~= 1 C)
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Future work

7
 Repeated I/O bugs

/

L




Future work

 Repeated I/O bugs




Future work

 Shared memory concurrency
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Future work

» Other systems crash too! C= | Tunityv | ([ ~ C)

Commit PwOftf Restore
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