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What is intermittent computing?

* tiny devices that compute in inaccessible
environments




What is intermittent computing?

e cannot rely on continuous energy sources




What is intermittent computing?

-------------
‘

» devices charge, compute, and crash

-----------------------------------




What is intermittent computing?

-------------
‘

-----------------------------------

NV survives power failures, V does not

* runtime system support needed to save state

“nonvolatile “volatile
memory” memory”




How state Is saved depends on execution mode



How state Is saved depends on execution mode

letx=951n e resume execution
~ Ci=X+ ; ‘ e save volatile state right
Dl h=c before power failure
JIT region




How state Is saved depends on execution mode

letx=951n e resume execution {:9\}
~ Ci=X+ ; ‘ e save volatile state right CJ
Dl h=c before power failure : ,J

JIT region




How state Is saved depends on execution mode

start_atom
D X = V; e re-execute from the beginning
Y e make copies of nonvolatile state
before (re-)execution
Wi=XTy e different logging styles
end_atom

Atomic region




How state Is saved depends on execution mode

start_atom o
D X = V: ° re-execut.e from the beg.mmng s =k < 2
— 0. e make copies of nonvolatile state
before (re-)execution Qs _Q
3\7 =Xty o different logging styles J x
end_atom

Atomic region
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How state Is saved depends on execution mode

start_atom o
D X = V: ° re-execut.e from the beg.mmng s =k < 2
— 0. e make copies of nonvolatile state
before (re-)execution Qs _Q
3\7 =Xty o different logging styles J x
end_atom

Atomic region
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Question:

Can programs execute correctly despite these power
failures??




Answer:

It depends on what we save, or checkpoint




Which variables need to be

checkpointed?

start_atom(?)
X=Y;
y = 4;
W:=X+YV
end_atom




m P W DD

Checkpoint nothing

start_atom( )
X =Y,
Yy = 4;
W:=X+YV
end_atom

il
X|y|lz|w
0(1]20
111210
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m P W DD

Checkpoint nothing

start_atom( )
X =Y
y = 43
W:=X+Yy
end_atom

NV

1
Q

Restore

S

(OF Y I g 3

I\)'_r"‘l\) NN | N

olo|lo|o|s
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Checkpoint nothing

g P A DO H

N
start_atom( ) NV [ xlylzlw
X =Y, 11011120
end atom Restore| 11212 | 0
reads value of y *12]2]2|0
from failed exec.!
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Checkpoint nothing

m P W DD

[EAD

start_atom( ) NV [ xlylzlw
X =Y, 110111210

y = Z; 21111120
W:=X+Yy Si11212.0

end atom Restore | 1 | 2 | 2 | O
212121210

312121210
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Checkpoint nothing

g P A DO H

il

start_atom(_ ) NY [ x Ty lzlw
X =Y, 110111210

y — Z; 21111120
W:i=X+y
end_atom Restore| 112120
212121210

5120220

41212124

Background ]
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m P W DD

Checkpoint nothing

AR
start_atom( ) NV [ x [yl z]w NV | x|y|z w
X =Y, 110111210 11011210 nothing
Y = 4; 21111120 21111120 q—)consistencybugs!
W=X+y 5,122, 0
end a,tOIIl Restore| 1 |2 |2 | 0 4
212121210
5312121210 |
4 q__.__. inconsistent *
memory!
Background
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m P W DD

Checkpoint nothing

start_atom( )
X =Y
y = 43
W:=X+Yy
end_atom

Restore

N

N
N

DN | 2§22 |o|X

ARSI I Y S

NI N |NEN N[N N

slo|o|ojo|o|o|s

NV

SN AV

-l

4 inconsistent i
~ memory!

- | =X
N | = | =<

NN N[N [N
wWwlolo|oO|S

“Nonvolatile memory is a broken time machine.”
- Benjamin Ransford and Brandon Lucia, 2014

nothing
Q> consistency bugs!

Background
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m P W DD

Checkpoint everything! (undo logging)
-

start_atom(x,y,z,w)
X =Y
y = 4;
W:=X+YV
end_atom

NV

NV

SN AV

—t bk | = O | X

NN 22K

W o|lo|o|S

nothing
Q> consistency bugs!

everything

Background - . -_~_~
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m P W DD

Checkpoint everything! (undo logging)
o

start_atom(x,y,z,w)
X =Y
y = 4;
W:=X+YV
end_atom

NV
un un un un
X'V Z4 | W
0|12 0
1111210

NV

SN AV

—t bk | = O | X

NN 22K

W o|lo|o|S

nothing
Q> consistency bugs!

everything

Background - . -_~_~
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Checkpoint everything! (undo logging)

m P W DD

w -
start_atom(x,y,z,w) T o [x [y ]z ]w NV [x |y ]|z |w
X = y; r1lol1l12lo0l—1lol1/2]0 11011120 nothing
y = Z; 511111210 11111210 q—) consistency bugs!
W =X + y Z 2 2 0 restore 51112120
end atom o 120 21112213 everything

Background - . -_~_~
24



g P W O

Checkpoint everything! (undo logging)

start_atom(x,y,z,w)
X2V
y = 4;
W:=X+Yy
end_atom

n

N | =N 2 2 g Z

SRICERCRECE FCRECRE CREN

w|o|o|lojo|o|o| s,

Ckpt

Sm—

N
—
N

Xy

0

restore

_ consistent memory!

NV

TN I T

N
L

-

L T G I O =

NN N[N N
wWlo|o|Oo| S

nothing
Q—> consistency bugs!

everything

q—) inefficient!

Backaground
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Do we really need to checkpoint everything?

m P O DD

start_atom(x,y,z,w)
X =Y
y = 4;
W:=X+YVy
end_atom




Do we really need to checkpoint everything?

start_atom(x,y,z,w) e z is never updated
X =Y,
y = 2;
W:=X+YV
end_atom

m P O DD




Do we really need to checkpoint everything?

written .

start_atom(x,y,z,w)

betfore Pea,d\
X :

2 =¥;
\y:=2;

W:=X+Yy
end atom

28

¢ 7 is never updated
e X, W are written
before being read



Do we really need to checkpoint everything?

m P O DD

start_atom(x,y,z,w)
X =Y

Y T 4
W:=X+Yy
end atom

29

¢ 7 is never updated
e X, W are written
before being read

but what about y%



Do we really need to checkpoint everything?

start_atom(x,y,z,w)
X =Y,
Yy = 4;
W:=X+YV
end_atom

m P O DD

“No, only the WAR variables”

¢ 7 1s never updated
e X, W are written
before being read

y is a “write-after-
read (WAR) variable”

- Brandon Lucia and Benjamin Ransford, 2015
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m P W DD

Checkpoint WAR variables (undo logging)

1L |
NV '
start_atom(y) v NV | x|ylz|w| 1}
X =Y, 1 11011]2]|0 { nothing
V = Z; = 111]12]0 ‘ q—) consistency bugs!
W:=X+Yy 31112210
§ everythin
end_atom 1|1)2)2|3| | ything
q—) inefficient!
' write-after-read
{ Vvariables
Background .

31



m P W DD

Checkpoint WAR variables (undo logging)

NV NV
start_atom i
_ (y ) x|y Tz |w okor | Y NV i ix|y|z|w ,;
y T 4 211/1]2]0 = 111]12]0 ‘ q—) consistency bugs!
W:=X+YV s11]2]2]0 5111212]10] .
end_atom 4(1]2]28] | yuhing
q—) inefficient!
' write-after-read
variables
Background .
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m P W DD

Checkpoint WAR variables (undo logging)

NV NV
start_atom(y) [Tz W] oun [¥ WV [x[ylzw| |
X =Yy, 11ol11210 — | 1 110111210 ‘ nothing
y = Z; 11111210 =1111120 ‘ q—)consistencybugs!
W=X+Yy 311121210 restore 51112120
end_atom T 20 :[1]22]3] | everything
: q—) inefficient!
' write-after-read
{ Vvariables
Background .

33



Checkpoint WAR variables (undo logging)

m P W DD

NV IARD NV
start_atom(y) uh NV [ x 2w
- X | Y[Z|W| g | Y y
X = y, rlol1l2lo0l— | 1 11011120 nothing
V = Z; 11111210 21111120 q—) consistency bugs!
W =X + A 11121210 restore 311121210
>l1111 210 q—) inefficient!
5311121210 /
1120231 4 consistent memory! write-after-read
h variables

J state-of-the-art
systems

Background

34



m P W DD

Checkpoint WAR variables (undo vs redo logging)

NV HEA0

start_atom(y) x|y zlw

X =Y, 0/1|2]|0

y = 2;

W =X+Yy
end_atom

411121213
undo logging redo logging



m P W DD

Checkpoint WAR variables (undo vs redo logging)

start_atom(y)
X =Y
y = 43
W:=X+Yy
end_atom

112123

undo logging

36

redo logging

Ckpt

—

ZL
¢k
y
1




Checkpoint WAR variables (undo vs redo logging)

m P W DD

—— NV IEAE o
stal —_a' OIIICV) X|Y|Z|W| Ckpt 7R
X = YV; tlof1{2/0 |1
Y =4 2[1]1]2]0 > [ 1

W:=X+Yy
end_atom
411121213
undo logging redo logging



m P W DD

Checkpoint WAR variables (undo vs redo logging)

start_atom(y)
X =Y
y = 43
W:=X+Yy
end_atom

112123

undo logging

38

NV

Ckpt

 ———

=

y
1
1
1

O|lo0o|lO0O |

N (NN | N

redo logging

Q
S

A
- ck

C

y
1
1
2

‘uanstable” value



m P W DD

Checkpoint WAR variables (undo vs redo logging)

start_atom(y)
X =Y
y = 43
W:=X+Yy
end_atom

112123

undo logging

39

NV

Ckpt

 ———

p—d
= | = | O | X

y
1
1
1

jo|lo|o|s

ISEENEECARY

redo logging

Q
S

A
- ck

C

y
1
1
2

‘uanstable” value



m P W DD

Checkpoint WAR variables (undo vs redo logging)

start_atom(y)
X =Y
y = 43
W:=X+Yy
end_atom

112123

undo logging

40

NV

Ckpt

 ———

p—d
= | = | O | X

y
1
1
1

jo|lo|o|s

ISEENEECARY

redo logging

A

— cR
y

pwOff

unstable values
forgotten!



m P W DD

Checkpoint WAR variables (undo vs redo logging)

start_atom(y)
X =Y
y = 43
W:=X+Yy
end_atom

112123

undo logging

NV

y
1
1
1

p—d
== o x
oo | N[N

redo logging

jo|lo|o|s

restore




m P W DD

Checkpoint WAR variables (undo vs redo logging)

start_atom(y)
X =Y
y = 43
W:=X+Yy
end_atom

112123

undo logging

42

IO FC T S

NV

SENCEECR { SN CRE SR Y

w o|ofo|o|o|s

redo logging

restore

7L
,Ck
y
1
1
2
2




m P W DD

Checkpoint WAR variables (undo vs redo logging)

start_atom(y)
X =Y,
y = 4;
W:=X+Yy
end_atom

s 1223

undo logging

NV JEOE
X|y|z|w
110111210
211111210 A
Pestore ?k
31111120 2 |1
41111123 z | 2
[
commit

redo logging

“Undo and redo logging are equivalent!”

43

- Surbatovich et al., 2020




Question:

How can we prove that programs execute correctly
iIntermittently?




Ensuring the correctness of intermittent systems

power poOwWer
Ckpt fajlure! restore failure! restore comit

v O—&8—0—0—&8—0—0—H
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Ensuring the correctness of intermittent systems

power poOwWer
Ckpt fajlure! restore failure! restore comit

v O0—&8—0—0—&8—0—0—H

 first formal framework for reasoning about intermittent execution [Surbatovich et al. '20]

* Iinformation flow type system w/ correctness as noninterference [Surbatovich et al. ’Q3]

PV

Non-idempotent data (Nid) should not flow to idempotent variables (Id)! Id C Nid

X

Background

46



What’s missing®

* |ogical framework for reasoning about crashes in general

* flexible supports for more complex behaviors, e.q.,
outputs, concurrency, etc.




Thesis statement

“Type-based abstractions rooted in logic provide a uniform way to
statically reason about the correctness of intermittent computation
that scales to more realistic scenarios.”

- Me, today

48




Agenda

 Chapters 3 and 4: Modal crash types for intermittent computing
[Derakhshan et al., ESOP '23|[Dotzel et al., TOPLAS ’25]

 Chapter 5: Crash types with undo-logging

 Chapter 6: Crash types with I/0, nonidempotence, and flexible branching

o Chapter 7: Formal Foundations of Intermittent Concurrency

49




Modal Crash Types

[Derakhshan et al., ESOP ’23][Dotzel et al., TOPLAS ’25]



“First logical interpretation of intermittent computing”
power failure, restore, commit.

Modal Crash Types [ESOP 23, TOPLAS ’25]
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“First logical interpretation of intermittent computing”

power failure, restore, commit.

One approach: checkpoint
everything not read-only
[Derakhshan et al. 23]

x 0
y 1
7 2
w i (0

Modal Crash Types [ESOP 23, TOPLAS ’25]

52

start_atom(x,y,w)
X =Y;
Y T 4
end_atom

redo logging
< combined in V




“First logical interpretation of intermittent computing”
power failure, restore, commit.

One approach: checkpoint
everything not read-only
[Derakhshan et al. 23]

More efficient: checkpoint

only write-after-read
variables [Dotzel et al. ‘Q5]

start_atom(y)

end atom

x =0 X0 | = yE s 2

y 1 y 1 E redo logging
2 7 2 < combined in V
w0 w0

Types allow us to automatically check that programs will execute
correctly intermittently.

Modal Crash Types [ESOP 23, TOPLAS ’25]
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Basic types and access qualifiers

basic types T := int | bool | unit
access qualifiers gAcc := CK | RD | MtWt | Wtn
unstable types =T ||l |"VvVT"]|v
stable types =174 | I] ~ 7°

CK — checkpointed
RD — read only
MtWt — must-first-write

Win — written

Background Modal Crash Types [ESOP 23, TOPLAS ’25]

54

start_atom(y)

X =Y

y T 4

W:=X+YV
end_atom




Basic types and access qualifiers

basic types T := int | bool | unit
access qualifiers gAcc := CK | RD | MtWt | Wtn
unstable types =T ||l |"VvVT"]|v
stable types =174 | I] ~ 7°

CK — checkpointed

RD — read only

MtWt — must-first-write

Win — written

Background

Modal Crash Types [ESOP 23, TOPLAS ’25]

start_atom(y)

X =Y

y T 4

W:=X+YV
end_atom

e v is checkpointed

55



Basic types and access qualifiers

basic types T := int | bool | unit
access qualifiers gAcc := CK | RD | MtWt | Wtn
unstable types =T ||l |"VvVT"]|v
stable types =174 | I] ~ 7°

CK — checkpointed
RD — read only
MtWt — must-first-write

Win — written

Background Modal Crash Types [ESOP 23, TOPLAS ’25]

start_atom(y)

X =Y

y T 4

W:=X+YV
end_atom

¢ v is checkpointed
¢ 7 1s never updated

56

y : CK
Z : RD



Basic types and access qualifiers

basic types T .= int | bool | unit
access qualifiers gAcc := CK | RD | MtWt | Wtn
unstable typeS Tu =T ‘ l TS ‘ ,z.l/l V TM ‘ Vl‘ Sta'rt—_a"tom(y)
stable types =174 | I] ~ 7° = : y.;
Yy = 4
W:=X+YV
| end_atom
CK — checkpointed
RD — read only
e v is checkpointed y : CK
MtWt — must-first-write e 7 is never updated Z : RD
e X, W are written before being read x,w : MtWt
Wtn — written

Background Modal Crash Types [ESOP 23, TOPLAS ’25]
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Stable and unstable types

basic types T :=int | bool | unit
access qualifiers gAcc := CK | RD | MtWt | Wtn
unstable types =Tl |"Vv'|v
P LV, 7"  in-progress execution /
stable types =174 ||~ 75
values in volatile memory (e.S., 108s)
start_atom(y) 7°  successful execution /
X =Y,
- ., values in nonvolatile memory
W:=X+YV
end_atom

Background Modal Crash Types [ESOP 23, TOPLAS ’25]
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Adjoint Logic*

basic types T:=int | bool | unit Independence principle: validity does
access qualifiers gAcc := CK | RD | MtWt | Wtn not depend on truth.

unstable types =Tl | "V

stable types =174 ||~ 75

start_atom(y)
X =Y

end atom

* [Pruiksma et al. 21, Pfenning et al. ’Ol, Benton et al. ’97]

Background Modal Crash Types [ESOP 23, TOPLAS ’25]
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Adjoint Logic*

basic types T:=int | bool | unit Independence principle: validity does
access qualifiers gAcc := CK | RD | MtWt | Wtn Not depend on truth.
unstable types =T |["Vv |y, “Zena the cat always steals my hair tie” &

stable types =174 ||~ 75

“Zena the cat stole my hair tie today”

start_atom(y)
X =Y

end atom

* [Pruiksma et al. 21, Pfenning et al. ’Ol, Benton et al. ’97]

Background Modal Crash Types [ESOP 23, TOPLAS ’25]
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Adjoint Logic*

basic types T := int | bool | unit Independence principle: validity does
access qualifiers gAcc := CK | RD | MtWt | Wtn not depend on truth.
unstable types =T |["Vv |y, “Zena the cat always steals my hair tie” &
stable types =174 |l ]~ 7* T l
“Zena the cat stole my hair tie today”
start_atom(y)
X =Y,
W:=X+Yy
end_atom

* [Pruiksma et al. 21, Pfenning et al. ’Ol, Benton et al. ’97]

Background Modal Crash Types [ESOP 23, TOPLAS ’25]
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Adjoint Logic*

basic types T := int | bool | unit
access qualifiers gAcc := CK | RD | MtWt | Wtn
unstable types =Tl | "V
stable types =174 ||~ 75

start_atom(y)
X =Y

end atom

Independence principle: validity does
not depend on truth.

“Zena the cat always steals my hair tie” 4 3

T

“Zena the cat stole my hair tie today”

Here: a stable (s) computation must not
depend on unstable (u) values.

* [Pruiksma et al. 21, Pfenning et al. ’Ol, Benton et al. ’97]

Background Modal Crash Types [ESOP 23, TOPLAS ’25]
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Adjoint Logic*

basic types T := int | bool | unit
access qualifiers gAcc := CK | RD | MtWt | Wtn
unstable types =Tl | "V
stable types =174 ||~ 75

start_atom(y)
X =Yy,

end atom

Independence principle: validity does
not depend on truth.

“Zena the cat always steals my hair tie”

T

“Zena the cat stole my hair tie today”

Here: a stable (s) computation must not
depend on unstable (u) values.

TS

Restore T l PwOff/Commit
Tu
* [Pruiksma et al. 21, Pfenning et al. ’Ol, Benton et al. ’97]

Background Modal Crash Types [ESOP 23, TOPLAS ’25]
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Crash Type

basic types T := int | bool | unit
access qualifiers gAcc := CK | RD | MtWt | Wtn
unstable types =T||l|z"V"]|y
stable types =1 7" | 08 | ~ 7°
C = \%
astart atgm(y) Successful Failed
T execution execution
X =Y,
W:i=X+Yy
end_atom

Background Modal Crash Types [ESOP 23, TOPLAS ’25]
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Crash Type

basic types T := int | bool | unit
access qualifiers gAcc := CK | RD | MtWt | Wtn
unstable types =TV "|v,
stable types 5 =1 ¢ | BB |~ 7° intermittent
execution
C=1 \%
start_atom(y) Successful Failed
T execution execution
X =Y,
W:i=X+YV
end_atom

Background Modal Crash Types [ESOP 23, TOPLAS ’25]
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Crash Type

basic types T := int | bool | unit
access qualifiers gAcc := CK | RD | MtWt | Wtn
unstable types =T | || Vv,
stable types 5 =1 ¢ | BB |~ 7° Commit
C= | Tunitv
start_atom(y) Successful Failed
T execution execution
X =Y,
W:i=X+YV

end atom

Background Modal Crash Types [ESOP 23, TOPLAS ’25]
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Crash Type

basic types T := int | bool | unit

access qualifiers gAcc := CK | RD | MtWt | Wtn

unstable types =Tl |" vy

stable types %=1 " | [BEE | ~ 7¢ PwOff

C= | tunitvVv |
atart atOm(y) ouccessful Failed
T execution execution
X =Y,

end atom

67



Crash Type

basic types T := int | bool | unit

access qualifiers gAcc := CK | RD | MtWt | Wtn

unstable types =T||l|z"V"]|y

stable types %=1 " | [BEE | ~ 7¢ Charge

C= lTunitv | () ~__ )
atart atOm(y) Successful Failed
.__ . execution execution
X =Y,

end atom
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Crash Type

basic types T := int | bool | unit
access qualifiers gAcc := CK | RD | MtWt | Wtn
unstable types =Tl |" vy
stable types =1 ¢ | [0 | ~ 7° Restore
C= |l tTunitv | (N ~ T_)
atart atOm(y) ouccessful Failed
i execution execution
X 1= ;
W:=X+Yy
end_atom

69



Crash Type

basic types T := int | bool | unit
access qualifiers gAcc := CK | RD | MtWt | Wtn
unstable types =Tl |" vy
stable types %=1 74| [0 | ~ 7¢ Re-axecite
C= |l Tunitv | (i ~ 1 C)
atart atOm(y) successiul Failed
T execution execution
X =Y,
W:=X+Yy
end_atom

70



Typing judgments

basic types T := int | bool | unit
access qualifiers gAcc := CK | RD | MtWt | Wtn Unstable typing judgment
unstable types =T||l|z"V"]|y
stable types 5 =1 ¢ | BB |~ 7° -
start_atom(y)
X 1= Y;
Stable typing judgment
W:=X+Yy
end_atom -

Background Modal Crash Types [ESOP 23, TOPLAS ’25]
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Typing judgments

basic types T := int | bool | unit
access qualifiers gAcc := CK | RD | MtWt | Wtn Unstable typing judgment
unstable types =T\l | "Vv'|v,
stable types 5 =1 ¢ | BB |~ 7° - % o= V C
Command is
start_atom(y) wettyped
X 1= ¥;
Stable typing judgment
W:i=X+Yy
end_atom -

Background Modal Crash Types [ESOP 23, TOPLAS ’25]
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Typing judgments

basic types T := int | bool | unit
access qualifiers gAcc := CK | RD | MtWt | Wtn Unstable typing judgment
unstable types =T\l | "Vv'|v,
stable types 5 =1 ¢ | BB |~ 7° ‘E’ ‘ - % o= V C
Energy Command is
star t_a, tom (y) buffer well-typed
X 1= ¥;
Stable typing judgment
W:i=X+Yy
end_atom -

Background Modal Crash Types [ESOP 23, TOPLAS ’25]
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lllllllllllllllllllllllllll
\d *
*

Typing judgments

basic types T := int | bool | unit 3 -
access qualifiers gAcc := CK | RD | MtWt | Wtn Unstable typing judgment
unstable types Tlxl := T | l TS TM v Tl/t ‘ Vt P y —
stable types =174 | BEE |~ 7° @\QlZI—X:yC
Energy uiagg’te){e Command is
buffer typing well-typed
start_atom(y) yping
X =Y,
Stable typing judgment
W:=X+Yy
end_atom -

Background Modal Crash Types [ESOP 23, TOPLAS ’25]
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Typing judgments

basic types T := int | bool | unit
access qualifiers gAcc := CK | RD | MtWt | Wtn Unstable typing judgment
unstable types =T 7|V, Dy ie
stable types 8 =1 7" | B ] ~ 7° E‘Q‘ZFX=YC—|Q’
Energy i’gﬁg{e Command is Post-
buffer ut ing well-typed context
start_atom(y) TPme
X 1= ;
Stable typing judgment
W:=X+Yy
end_atom -

Background Modal Crash Types [ESOP 23, TOPLAS ’25]
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Typing judgments

basic types T := int | bool | unit
access qualifiers gAcc := CK | RD | MtWt | Wtn Unstable typing judgment
unstable types =T 7|V, Dy ie
stable types 8 =1 7" | B ] ~ 7° E‘Q‘ZFX=YC—|Q’
Energy i’gﬁg{e Command is Post-
buffer ut ing well-typed context
start_atom(y) TPme
X 1= ;
Stable typing judgment
Wi =X+YV X:T start_atom(y)
X =Y, o
end_atom @ | 2 yvo=z | TC
stable computation / W=X+Yy
independent of end_atom
unstable values!

Background Modal Crash Types [ESOP 23, TOPLAS ’25]
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Typing a program bottom-up

start_atom(y)
X = y; °
VY = Z; ° T C
W:=X+Yy
end_atom

Modal Crash Types [ESOP 23, TOPLAS ’25]



Typing a program bottom-up

v CK

@ | y . CK,x,w: MtWt,z : RD

Fx=yy=zwi=x+y:0—o _

start_atom(y)

!El X,y,z,w:CKl— ;C:;;f,, TC

W:=X+Yy
end_atom

Modal Crash Types [ESOP 23, TOPLAS ’25]
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Typing a program bottom-up

B ]|y:ckxw:Mtwt,z:RD|y*: CK=x:=y:C— _

()

y Kby i=z it <

()

ka:CKl—w:=X+y:T”—|_

I | v: oK x.w: MeWe,z : RD

x=y;yi=z;wi=x+y:CH __

start_atom(y)

D] | =yzw:okp| x2% | 1 C

W:=X+Yy
end_atom

vy CK

Modal Crash Types [ESOP 23, TOPLAS ’25]
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Typing a program bottom-up

B 1|v:CKxw:Mwe,z:RD|y*: CK-x:=y:C—...x:Wtn, ...

()

y Kby i=z it <

()

ka:CKl—wzzx+y:T”—|_

I | v: oK x.w: MeWe,z : RD

x=y;yi=z;wi=x+y:CH __

start_atom(y)

D] | =yzw:okp| x2% | 1 C

W:=X+Yy
end_atom

vk 1 CK

Modal Crash Types [ESOP 23, TOPLAS ’25]
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Typing a program bottom-up

B 1|v:CKxw:Mwe,z:RD|y*: CKx:=y:C—...x:Wtn, ...

B 1|y:CKx:Wtn,w:Mtlt,z: RD

y Kby i=z it <

()

ka:CKl—wzzx+y:T”—|_

I | v: oK x.w: MeWe,z : RD

x=y;yi=z;wi=x+y:CH __

start_atom(y)

D] | =yzw:okp| x2% | 1 C

W:=X+Yy
end_atom

vk 1 CK

Modal Crash Types [ESOP 23, TOPLAS ’25]
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Typing a program bottom-up

B 1|v:CKxw:Mwe,z:RD|y*: CKx:=y:C—...x:Wtn, ...

B 1|y:CKx:Wtn,w:Mtlt,z: RD

YCKiCKI—y:=Z ZT’“‘—l ...,y :CK, ...

()

ka:CKl—wzzx+y:T”—|_

I | v: oK x.w: MeWe,z : RD

x=y;yi=z;wi=x+y:CH __

start_atom(y)

D] | =yzw:okp| x2% | 1 C

W:=X+Yy
end_atom

vk 1 CK

Modal Crash Types [ESOP 23, TOPLAS ’25]
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Typing a program bottom-up

B 1|v:CKxw:Mwe,z:RD|y*: CKx:=y:C—...x:Wtn, ...

B 1|y:CKx:Wtn,w:Mtlt,z: RD

YCKiCKI—y:=Z ZT’“‘—l ..,y :CK, ...

‘l | |y : CK,x : Wtn,w : MtWt,z : RD

ka:CKl—wzzx+y:T”—|_

I | v: oK x.w: MeWe,z : RD

x=y;yi=z;wi=x+y:CH __

start_atom(y)

D] | =yzw:okp| x2% | 1 C

W:=X+Yy
end_atom

vk 1 CK

Modal Crash Types [ESOP 23, TOPLAS ’25]
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Typing a program bottom-up

B 1|v:CKxw:Mwe,z:RD|y*: CKx:=y:C—...x:Wtn, ...

B 1|y:CKx:Wtn,w:Mtlt,z: RD

YCKiCKI—y:=Z ZT’“‘—l ..,y :CK, ...

‘l | |y : CK,x : Wtn,w : MtWt,z : RD

[0 ]| v: cK % w:MeWt,z : RD

x=y;yi=z;wi=x+y:CH __

start_atom(y)

]| =yzw:ck-| =27 i1 C

W:=X+Yy
end_atom

YCKICKl—WI=X+y:T”—| y : CK,x : Wtn,w: Wtn,z : RD

vk 1 CK

Modal Crash Types [ESOP 23, TOPLAS ’25]
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Typing a program bottom-up

B 1|v:CKxw:Mwe,z:RD|y*: CKx:=y:C—...x:Wtn, ...

B 1|y:CKx:Wtn,w:Mtlt,z: RD

YCKiCKI—y:=Z ZT’“‘—l ..,y :CK, ...

‘l | |y : CK,x : Wtn,w : MtWt,z : RD

[0 ]| v: cK % w:MeWt,z : RD

Fx=y;yi=z;wi=x+y:C— y:Ckxw:lWtn, z:RD

YCKICKl—WI=X+y:T”—| y : CK,x : Wtn,w: Wtn,z : RD

vk 1 CK

start_atom(y)

!E | X,y,2,w:CK |— ;( : l;’f T C no remaining MtWt!
W:=X+Yy

end_atom

Modal Crash Types [ESOP 23, TOPLAS ’25]
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Proving Correctness

Every intermittent execution of a well-typed program can be simulated
by Its continuous execution.

power power
failure! failure!

v il O—b—0—0—H—0—0—0

4
- o0
o
Y A
oA 4
v,
A
Y 0
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Binary Logical Relation

Every intermittent execution of a well-typed program can be simulated
by Its continuous execution.

# of attempts e
(ERRE) INV IV e, “s/ZINVIVIE) e [Conicl™
Intermittent execution Continuous execution Crash type

Background Modal Crash Types [ESOP 23, TOPLAS ’25]
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Term Relation

([HRRR] INV 1V 1y, SsQZINVIVIcy) € & [Cunicl™

where c¢; is... X =YV if v then c else ¢’

/

let x=¢e 1nc C.C

Modal Crash Types [ESOP 23, TOPLAS ’25]
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Value Relation

(m INV IVIﬁ,\'ﬂ:I NVIVIc)eZ [Cunicl™

where v, is... 1] true false SK1p

--‘-é:’ --3:’
l /=E=\ (Tc) /=E=\ (Tc) Tc

Modal Crash Types [ESOP 23, TOPLAS ’25]
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Logical relation for atomic regions

CIIN] I NV Ve \YZINV, [V 1 €) €F [Cupy]l®  Boromanin




Logical relation for atomic regions

CIIAN] [NV IV 1, \IZINV, [V I €) € & [Cppi]®  Roromeining
(m [NV 1V g, \G:I NV, IV ]c) Eép[[CUnit]]k+1 ?Lﬁﬁﬁgzttempt

? ?
Crash Sucecess

O—> ... — 0 00— ... —> H

Iff —Or—

Modal Crash Types [ESOP 23, TOPLAS ’25]
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If there is a power failure...
(lm [NV I Vg, \'a:| NV, [V Ic)e E[Cynil




Device powers off
(m [NV I Vg, \-GZI NV, [V Ic)e E[Cynil

v

iff (= | INVIVIL /EEE\ (1 c,), " QCINV, IVIc)eZ [l (M1 Cynie)]*  Pwor

Modal Crash Types [ESOP 23, TOPLAS ’25]
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Energy buffer charges
(m INVy [V e, \-d:| NV, [V Ic)e ENCyni ]t

v

Iff ( | NV'1| VI EEE\ (T C,), \'q_| NV, [VIc)eZ [l (B (TTEZA CUmt)]]k PwOff

A

ff (| =] 1INV = (1), “QCINV, [VIc) eZ [T Cypic]®  cnases

A

ié (for all (HilN)

Modal Crash Types [ESOP 23, TOPLAS ’25]



Execution state Is restored
(m INVy [V e, \-d:| NV, [V Ic)e ENCyni ]t

v

ff ([~ ] INVIVIL EEE\ (Tc,), ©CTINV, |V Ic) e [L (I ~1 Cypie)]*  Pwos

ff (ERLA ===\ (1¢,), \QCINV, IVIc) €7 [MMw! Cypelk  cnoses
Iff ( m | NV’ 1 IT Cq, \'q:l sz | V | C) E%IIT CUnit]]k Restore

Modal Crash Types [ESOP 23, TOPLAS ’25]
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Program re-executes
(m INVy [V e, \ﬂ:| NV, [V Ic)e ENCyni ]t

v

ff ([~ ] INVIVIL EEE\ (1 c,), QQCINV, [VIc)eZ [ (M1 Cynie)]*  pwor

ff (ERLA

===\ (Tc,), “QWZINV, | VIc) eZ [T Cpypiel®  croves

1 ( m | I;I\IV 1 |T Cq, \'q-l NVZ | V | C) E%IIT CUnlt]]k Restore
tn
|ﬁ (m | NV”1 I VI C \q-l NVZ | V | C) - g[[CUmt]]k Re-execution

MtWt
logs restored (NVAMtWt = NV,\MtiWt)

Modal Crash Types [ESOP 23, TOPLAS ’25]
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If there Is no power failure...

(@' NViIV]c ,\q: | NV, | V| C) Eg[[CUnit]]k-l_l




Stable values are committed

([BRRI NV 1 [ VIc, Q= INV, [ VIc) e E[CypnilF

| |

Iff (ml NV'1 | VII skip, \q: | NV’Z | V'l skip ) - %[[lT unlt]]k Comnit




We are done!

([BRRI NV 1 [ VIc, Q= INV, [ VIc) e E[CypnilF

| |

Iff (ml NV,1 | V’| skip, \ﬂ: | NV,Z | V'I skip ) - %[[lT unit]]k Comnit

|ﬂ: (ml NV”ll V’l Skip, : I NV”Z I V’l Skip ) - %[[T unit]]k Success!
/‘ (NV] = NV})

all MtWt variables are written (Wtn)
to by last execution

Background Modal Crash Types [ESOP 23, TOPLAS ’25]
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Progress and Preservation

Modal Crash Types [ESOP 23, TOPLAS ’25]
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Fundamental Theorem of Logical Relation

start_atom(y) |

oy

101



Adequacy

Every intermittent execution of a well-typed program can be
simulated by its continuous execution

m ~ &

Modal Crash Types [ESOP 23, TOPLAS ’25]
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In summary

 first logical interpretation of key operations of intermittent execution
* anovel logical relation to characterize correctness

* supports and reasoning for JIT and atomic regions (see thesis!)

Background Modal Crash Types [ESOP 23, TOPLAS ’25]
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In summary

 first logical interpretation of key operations of intermittent execution
* anovel logical relation to characterize correctness

* supports and reasoning for JIT and atomic regions (see thesis!)

Limitations of crash types

 tied specifically to redo-logging, which is not that common

Modal Crash Types [ESOP 23, TOPLAS ’25]
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In summary

 first logical interpretation of key operations of intermittent execution
* anovel logical relation to characterize correctness

* supports and reasoning for JIT and atomic regions (see thesis!)

Limitations of crash types

 tied specifically to redo-logging, which is not that common

» support for |/O? flexible branching?

Modal Crash Types [ESOP 23, TOPLAS ’25]
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Can we use crash types to reason about common
system features, e.g., undo logging, I/0, flexible

branching®




Yes we can!




Crash types for undo-logging



Undo-logging writes directly on NV

m H AT DO

start_atom(_ ) ﬁv i NV
X =Y, X Y| 2| W ckpt | Y
V= Z; 11011210 |/ 1
W:=X+V 21120

end_atom s112]2]0

Background Modal Crash Types [ESOP 23, TOPLAS ’25] Undo Logging
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Undo-logging writes directly on NV

m H AT DO

start_atom(_ ) NV i NV
X =YV; x | yTz | w ckpt | Y
V= 2 L0112 0|— 1
Wi=X+V 211111210
end_atom 11121210
pwoff | 1 | 2 | 2 | O updates remain

Background Modal Crash Types [ESOP 23, TOPLAS ’25] Undo Logging
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Undo-logging writes directly on NV

m H AT DO

ik
start_atom( ) |>|1V NV
u
X = y'; X Yy Z \"\"} Ckpt \'4

end_atom s11]212]0
pwoif | 1 | 2 1 2 | O
charge| 1 | 2 | 2 | 0
restore| 1 1 2 10

Background Modal Crash Types [ESOP 23, TOPLAS ’25] Undo Logging
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Undo-logging writes directly on NV

m H AT DO

HE A0
start_atom( ) |>|1V NV
u
X = y'; X Yy Z \"\"} Ckpt \'4
— . 1 —
W:=X+Yy L
s 11121210
end_atom
pwoff [ 1 | 2 | 2 | O
charge| 1 | 2 | 2 | O
restore| 1 1 2 10
211111210
s 11121210
411121213

Background Modal Crash Types [ESOP 23, TOPLAS ’25] Undo Logging
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Undo-logging writes directly on NV

m H AT DO

HE A0
start_atom(_ ) NV NV
X =V x| ytz|w ckor | Y nonvolatile state is unstable through
y = 2 110|120 — 1 power failure and restore!
¢ Y,
Wi=X+y 21111210
511121210
end_atom
pwoff | 1 | 2 | 2 | 0
charge| 1 | 2 | 2 | O
restore| 1 1 210
211111210
s 11121210
411121213

Background Modal Crash Types [ESOP 23, TOPLAS ’25] Undo Logging
113



Undo-logging crash type

m H AT DO

LI
start_atom( ) NV NV
X =V x| ytz|w ckor | Y nonvolatile state is unstable through
y = z: 1lo|1]12]0 —| 1 power failure and restore!
Wi=x+y 21120
s 11121210
end_atom
pwoff | 1 | 2 | 2 | O .
charge| 1 | 2 | 2 | O C= | Tunit Vv
restore] 1 1112 |0 Successful Failed
1] 11210 execution execution
11121210
41112123

Background Modal Crash Types [ESOP 23, TOPLAS ’25] Undo Logging
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Undo-logging crash type

m H AT DO

HE A0
start_atom( ) NV NV
X =V x| ytz|w ckor | Y nonvolatile state is unstable through
y = z: 1lo|1]12]0 —| 1 power failure and restore!
wiexey s
3
end_atom 2 Charge
pwoff | 1 | 2 | 2 | O .
charge| 1 | 2 | 2 | O C = l, T unit Vv (m ~1 )
restore] 1 1112 |0 Successful Failed
11111210 execution execution
s 11121210
411121213

Background Modal Crash Types [ESOP 23, TOPLAS ’25] Undo Logging
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Undo-logging crash type

m H AT DO

LI
start_atom( ) NV NV
X =V x| ytz|w ckor | Y nonvolatile state is unstable through
y = z: 1lo|1]12]0 —| 1 power failure and restore!
Wi=x+y 21120
end atom 11121210 Restore
pwoff | 1 | 2 | 2 | O |
charge| 1 | 2 | 2 | O C = lTunltV(m“'lT )
restore] 1 1112 |0 Successful Failed
11111210 execution execution
11121210
41112123

Background Modal Crash Types [ESOP 23, TOPLAS ’25] Undo Logging
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Undo-logging crash type

m H AT DO

start_atom( ) NV — NV
X =V x| ytz|w ckor | Y nonvolatile stg,te is unstable through
y = z: 110|120 — 1 power failure and restore!
Wi=x+y 21120
end_atom 11121210 Re-execute
pwoff | 1 | 2 | 2 | O .
charge | 1 21210 C — l, T U.Illt \/ (m ~ »l« TC)
restore] 1 1112 |0 Successful Failed
1] 11210 execution execution
11121210
41112123

Background Modal Crash Types [ESOP 23, TOPLAS ’25] Undo Logging
117



Undo-logging crash type

m H AT DO

start_atom(_ ) NV i NV
X =V x| ytz|w ckor | Y nonvolatile stg,te is unstable through
Yy = Z; L1012 /0|— 1 power failure and restore!
W=XTy i ‘1| ; 2 8 restore NV
end_atom )
pwoff | 1 | 2 | 2 | O .
charge | 1 21210 C — l, T U.Illt \/ (m ~ l TC)
restore| A 1 210 |
> 111120 undo-logging crash type
511121210
4111212 3

C= | Tunitv | (Il ~ 1 C)

redo-logging crash type

Background Modal Crash Types [ESOP 23, TOPLAS ’25] Undo Logging
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m H AT DO

Undo-logging crash type [C= | 1unitv @ ~ | 1C)
basic t = ] ]
X =y x| vFz w e | ¥ access qualifiers gAcc := | | Wtn
v = 2 L0120 — 1 unstable types =T|]l7|"Vv"|C
Wi=X+y RS | I ~ ¢
nd atom 51112120
€1d_ato pwoff | 1 | 2 | 2 | 0O stable types T =117"
charge| 1 | 2 | 2 | 0
restore| 1 1 210
21111120
s 11121210
41112123

Background Modal Crash Types [ESOP 23, TOPLAS ’25] Undo Logging
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m H AT DO

Undo-logging crash type

start_atom( )

X =Y,

y T 4

W:=X+Yy
end_atom

Background

NV
X yljudl Z | W
L4101, 20
21111120
11121210
pwoff | 1 2 | 2 0
charge| 1 | 2 | 2 | O
restore| 1 1 2 10
2111120
11121120
411121213

Modal Crash Types [ESOP 23, TOPLAS ’25]

Ckpt

——

NV

C= | tunit v (I ~|1C)

a <

120

basic types

T :=int | bool | unit

access qualifiers gAcc := CK | RD | MtWt | Wtn

unstable types

stable types

=Tl |t"v"|C
| [BEE | ~

=1 17"

2. types a portion of nonvolatile memory

Undo Logging

lllllllllllllllllllllllllllllllllll




m H AT DO

Undo-logging crash type |(C= | 1 unitv @l ~ 1 1C)
basic types T :=int | bool | unit
start_atom(_) a T ifiers gA CK | ‘RD Mt‘Wt | Wt
u dCCeSS d rs =
i x [ vz [wl o [y qualifiers gAcc n
v = 2 L0120 — 1 unstable types =T|]l7|"Vv"|C
W:=X+y > :: ; 2 8 ‘Il' ""Tu
S
end_atom owott| 1 12 12 g stable types 5= 1 7l
charge| 1 | 2 | 2 | O
restorel 1 | 112 |0 2. types a portion of nonvolatile memory
21210 1 e ————_
511121210
41112123 ¢ €

L 4 *
lllllllllllllllllllllllllllllllllll

undo-logging operations also have interpretations in adjoint logic! (see thesis)

Background Modal Crash Types [ESOP 23, TOPLAS ’25] Undo Logging
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Metatheory

* progress and preservation skip
e . —>» 0> - —>[O—p[]
* similar to redo-logging
* fundamental theorem and adequacy (future work!)

* need to define a new logical relation for undo-logging

(m INV |V | ¢4, \ﬂ:I NVIV]cy) € 7[\1c, 1™ iff 299

Modal Crash Types [ESOP 23, TOPLAS ’25]
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In summary

* an interpretation of crash types for undo-logging atomic regions

* unstable values can live in nonvolatile memory

lllllllllllllllllllllllllllll
“ ..

resto:;e NV Q :
C= | TunitvVv (I ~ | 10C) 2+

‘0 *
llllllllllllllllllllllllllllll

Background Modal Crash Types [ESOP 23, TOPLAS ’25] Undo Logging
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Modal Crash Types w/ |/0O,
nonidempotence, flexible branching




Embedded applications rely on non-deterministic sensor inputs

input-dependent = tainted

start_atom(-) NV_ v
(7 let temp = IN() in log | bin _
7 ‘ﬁ‘, if temp > 40 0ol o

=

Background Modal Crash Types [ESOP '23, TOPLAS ’'25] Undo Logging Nonidempotence, I/0, Flexible Branching
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Embedded applications rely on non-deterministic sensor inputs

input-dependent = tainted

50 start_atom(-) NV_ v
G . let temp = IN() in log bin| |temp
75 - if temp > 40 0|0 50
/==t
] ]

A

Background Modal Crash Types [ESOP '23, TOPLAS ’'25] Undo Logging Nonidempotence, I/0, Flexible Branching
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Embedded applications rely on non-deterministic sensor inputs

input-dependent = tainted

start_atom(-) NV_ v
let temp = IN() in log bin| temp
if temp > 40 25| 0O 50

50 > 40

Background Modal Crash Types [ESOP '23, TOPLAS ’'25] Undo Logging Nonidempotence, I/0, Flexible Branching
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Embedded applications rely on non-deterministic sensor inputs

input-dependent = tainted

start_atom(-) NV_ v
let temp = IN() in log | bin _
if temp > 40 25| 0O

Background Modal Crash Types [ESOP '23, TOPLAS ’'25] Undo Logging Nonidempotence, I/0, Flexible Branching
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Embedded applications rely on non-deterministic sensor inputs

input-dependent = tainted

start_atom(-) NV_ v
let temp = IN() in log bin| temp
if temp > 40 25 | 39 32

32 % 40

Background Modal Crash Types [ESOP '23, TOPLAS ’'25] Undo Logging Nonidempotence, I/0, Flexible Branching
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Embedded applications rely on non-deterministic sensor inputs

input-dependent = tainted

start_atom(-) NV_
f let temp = IN() in log | bin log | bin log | bin
o ay if temp > 40 #
) P 25/ 0 |0 32

A

results are impossible!

Background Modal Crash Types [ESOP '23, TOPLAS ’'25] Undo Logging Nonidempotence, I/0, Flexible Branching
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Another class of memory consistency bug:
repeated I/0 (RIO)

input-dependent = tainted

start_atom(-) NV_
let temp = IN() in log | bin log | bin log | bin
Ay f temp > 40 + [ [

=

M

results are impossible!

“checkpoint variables written in one branch but not all (e.g., log and bin)”
- Surbatovich et al., 2020

Modal Crash Types [ESOP '23, TOPLAS ’'25] Undo Logging Nonidempotence, I/0, Flexible Branching
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Prior RIO checking is too strict

start_atom(ckpts: {log, bin})

let temp = IN() in “log and bin must be checkpointed!”
if temp > 40

log := temp tainted value of log is overwritten before it is read!
log := (log - 32) * 5/9
end_atom

Background Modal Crash Types [ESOP '23, TOPLAS ’'25] Undo Logging Nonidempotence, I/0, Flexible Branching
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Prior RIO checking is too strict

start_atom(ckpts: {log, bin})

let temp = IN() in “log and bin must be checkpointed!”
if temp > 40

start_atom(x,y,z,w)
X=Y;
y =z
W:i=X+Yy
end_atom

4 O
O

log := temp tainted value of log is overwritten before it is read!
log := (log - 32) * 5/9
end_atom

Background Modal Crash Types [ESOP '23, TOPLAS ’'25] Undo Logging Nonidempotence, I/0, Flexible Branching
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Prior RIO checking is too strict

start_atom(ckpts: {log, bin})

let temp = IN() in “log and bin must be checkpointed!”
if temp > 40

log := temp
log := (log - 32) * 5/9
end_atom

Can we do better? i.e., develop a type checking
that requires fewer checkpointed variables?

Background Modal Crash Types [ESOP '23, TOPLAS ’'25] Undo Logging Nonidempotence, I/0, Flexible Branching

134



Another class of RIO bug

Repeated outputs cause duplicate effects

111 &

99 99

water_crop
start_atom(-)

water_crop
end_atom

4
(|

lo
o= ©

Modal Crash Types [ESOP 23, TOPLAS ’25] ndo Loggin Nonidempotence, I/O, Flexible Branching
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Another class of RIO bug

Repeated outputs cause duplicate effects

111 &

99 99

pwoff
start_atom(-)

water_crop
end_atom

4
(|

lo
o= ©

Modal Crash Types [ESOP 23, TOPLAS ’25] ndo Loggin Nonidempotence, I/O, Flexible Branching
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Another class of RIO bug

Repeated outputs cause duplicate effects

111 &

99 99

water_crop
start_atom(-)

water_crop
end_atom

4
(|

lo
o= ©

Modal Crash Types [ESOP 23, TOPLAS ’25] ndo Loggin Nonidempotence, I/O, Flexible Branching
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Another class of RIO bug

Repeated outputs cause duplicate effects

111 &

99 99

water_crop
start_atom(-)

water_crop
end_atom

4
(|

lo
o= ©

Modal Crash Types [ESOP 23, TOPLAS ’25] ndo Loggin Nonidempotence, I/O, Flexible Branching
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Another class of RIO bug

Repeated outputs cause duplicate effects

111 &

99 99

start_atom(-)
water_crop
end_atom

Background Modal Crash Types [ESOP 23, TOPLAS ’25] Undo Logging
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irreversible and harmful effects!

Nonidempotence, I/O, Flexible Branching



Another class of RIO bug

Repeated outputs cause duplicate effects

111 &

99 99

start_atom(-)
water_crop
end_atom

repeated outputs can cause
irreversible and harmful effects!

no provably correct intermittent supports for outputs!

Background Modal Crash Types [ESOP '23, TOPLAS ’'25] Undo Logging Nonidempotence, I/0, Flexible Branching
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More flexible RIO supports

outputs

* dempotent or nonidempotent

start_atom(-) e.S., water crop calibrate wheel
water_crop

end atom

o

Al 4
0

* delay idempotent outputs until end of atomic region

idempotent outputs are
not repeated

Background Modal Crash Types [ESOP '23, TOPLAS ’'25] Undo Logging Nonidempotence, I/0, Flexible Branching
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More flexible RIO supports

start_atom(n/ds: rb, ckpts: bin)
bt outputs

let temp = IN() in

water_crop * |dempotent or nonidempotent
If temp > 40

e.g., water_crop  calibrate_wheel

o

Al 4
0

* delay idempotent outputs until end of atomic region

log := temp/2 INputs

K * fine-grained qualifiers to delay failing

. log := temp “written on one tainted
Nno remaining . e.S., mayIntwit
mayTntWt log := (log - 32) * 5/9 &+ branch but not on all”

. end atom
variables! -

Background Modal Crash Types [ESOP '23, TOPLAS ’'25] Undo Logging Nonidempotence, I/0, Flexible Branching
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Qualifiers for inputs and (non-)idempotence

start_atom(n/ds: rb, ckpts: bin)
rb++ .
let temp = IN() in q = (qld, ql0)
water_crop idem. gld := Id | Id(gAcc) | Nid

see paper for

If t 40 -
It temp > taint ¢glO := Tnt | Nt join semi-lattices

Background Modal Crash Types [ESOP '23, TOPLAS ’'25] Undo Logging Nonidempotence, I/0, Flexible Branching
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Qualifiers for inputs and (non-)idempotence

start_atom(n/ds: rb, ckpts: bin)
rb++

q .= {qld, qlO)
idem. gld := Id | Id(gAcc) | Nid

let temp = IN() in
water_crop

iIf temp > 40 see paper for

taint ¢glO := Tnt | Nt join semi-lattices
access ¢Acc := CK | Wtn | NRD | mayFstRD
| MTntWt | mayTntWt

access qualifiers allow more flexible type checking

Background Modal Crash Types [ESOP '23, TOPLAS ’'25] Undo Logging Nonidempotence, I/0, Flexible Branching

144



Qualifiers for inputs and (non-)idempotence

bin: (Id(CK), Nt ), 1og: (Id(NRD), Nt )

start_atom(n/ds: rb, ckpts: bin)
rb++

q = {qgld, qlO)
idem. gld := 1d | Id(gAcc) | Nid
taint glO :=Tnt | Nt

let temp = IN() in
water_crop
If temp > 40

access ¢Acc := CK | Wtn | NRD | mayFstRD
| MTntWt | mayTntWt

CK — checkpointed

log := temp/2 NRD — not read yet

Background Modal Crash Types [ESOP '23, TOPLAS ’'25] Undo Logging Nonidempotence, I/0, Flexible Branching
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Qualifiers for inputs and (non-)idempotence

bin: (Id(CK), Nt ), 1og: (Id(NRD), Nt )

start_atom(n/ds: rb, ckpts: bin)
rb++

q = {qgld, qlO)
idem. gld := 1d | Id(gAcc) | Nid
taint glO :=Tnt | Nt

let temp = IN() in
water_crop
If temp > 40

access ¢Acc := CK | Wtn | NRD | mayFstRD
| MTntWt | mayTntWt

log: (Id(MTntWt), Tnt) CK — checkpointed

log := temp/2 NRD — not read yet

log := temp
log := (log - 32) * 5/9
end_atom

MTntWt — written on all paths (in Tnt context)

Background Modal Crash Types [ESOP '23, TOPLAS ’'25] Undo Logging Nonidempotence, I/0, Flexible Branching
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Qualifiers for inputs and (non-)idempotence

bin: (Id(CK), Nt), log: (Id(NRD), Nt )
q .= {qld, qlO)
idem. gld := Id | Id(gAcc) | Nid
taint glO :=Tnt | Nt

start_atom(n/ds: rb, ckpts: bin)
rb++

let temp = IN() in
water_crop
If temp > 40

access ¢Acc := CK | Wtn | NRD | mayFstRD
| MTntWt | mayTntWt

log: (Id(MTntWt), Tnt) CK — checkpointed

log := temp/2 NRD — not read yet

log: (Id(mayTntWt), Tnt) K
unstable value! log := temp

log := (log - 32) * 5/9
end_atom

MTntWt — written on all paths (in Tnt context)

mayIntWt — written on one tainted path, but not on all

Background Modal Crash Types [ESOP '23, TOPLAS ’'25] Undo Logging Nonidempotence, I/0, Flexible Branching
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Qualifiers for inputs and (non-)idempotence

bin: (Id(CK), Nt), log: (Id(NRD), Nt )
q .= {qld, qlO)
idem. gld := Id | Id(gAcc) | Nid
taint glO :=Tnt | Nt

start_atom(n/ds: rb, ckpts: bin)
rb++

let temp = IN() in
water_crop
If temp > 40

access gAcc := CK | Wtn | NRD | mayFstRD
| MTntWt | mayTntWt

log: (Id(MTntWt), Tnt) CK — checkpointed

log := temp/2 NRD — not read yet

log: (Id(mayTntWt), Tnt) K

log: (Id(Wtn), Tn§) log:=temp
log := (log - 32) * 5/9
end_atom Wtn — written on all paths (in Nt context)

MTntWt — written on all paths (in Tnt context)

mayTntWt — written on one tainted path, but not on all

Background Modal Crash Types [ESOP '23, TOPLAS ’'25] Undo Logging Nonidempotence, I/0, Flexible Branching
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Qualifiers for inputs and (non-)idempotence

bin: (Id(CK), Nt), log: (Id(NRD), Nt )
q .= {qld, qlO)
idem. gld := Id | Id(gAcc) | Nid
taint glO :=Tnt | Nt

start_atom(n/ds: rb, ckpts: bin)
rb++

let temp = IN() in
water_crop
If temp > 40

access ¢Acc := CK | Wtn | NRD | mayFstRD
| MTntWt | mayTntWt

log: (Id(MTntWt), Tnt) CK — checkpointed

log := temp/2 NRD — not read yet

log: (Id(mayTntWt), Tnt) K

log: (1d(Wtn), Tng) log := temp mayTntWt — written on one tainted path, but not on all
log := (log - 32) * 5/9

end_atom Wtn — written on all paths (in Nt context)

MTntWt — written on all paths (in Tnt context)

no remaining mayTntWt variables!

Background Modal Crash Types [ESOP '23, TOPLAS ’'25] Undo Logging Nonidempotence, I/0, Flexible Branching
149



Metatheory

e progress and preservation
* Jike undo-logging but accounting for new access qualifiers and post-contexts
* fundamental theorem and adequacy (future work!)

* reasoning about output orderings and nonidempotence

Modal Crash Types [ESOP '23, TOPLAS ’'25] Undo Logging Nonidempotence, I/0, Flexible Branching
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Conclusion and Future Work



Summary

 Modal crash types for intermittent computing [Derakhshan et al., ESOP ’23]
[Dotzel et al., TOPLAS '25]

* Undo-logging
e |/O, flexible branching, nonidempotence

* |ntermittent shared memory concurrency
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Summary

 Modal crash types for intermittent computing [Derakhshan et al., ESOP '23]
[Dotzel et al., TOPLAS '25]

* Undo-loggin
JINS “Every intermittent
 |/O, flexible branching, nonidempotence execution of a correct

program has a
* |ntermittent shared memory concurrency corresponding

continuously-powered
execution of it.”

stable NV

| )
C = l T unit Vv »L (‘m —~ T C) (via a logical relation)

sSuccess Failure
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Summary

 Modal crash types for intermittent computing [Derakhshan et al., ESOP ’23]
[Dotzel et al., TOPLAS '25]

“ndo-logging “Every intermittent

 |/O, flexible branching, nonidempotence execution of a correct

program has a

* Intermittent shared memory concurrency corresponding
unstable NV continuously-powered

execution of it.”

)
C — l T unit v (m —~ l TC) (via a logical relation)

sSuccess Failure
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Summary

 Modal crash types for intermittent computing [Derakhshan et al., ESOP ’23]
[Dotzel et al., TOPLAS '25]

* Undo-logging

“Every intermittent
 1/0, flexible branching, nonidempotence execution of a correct
program has a
* |ntermittent shared memory concurrency corresponding
— continuously-powered
ey = tion of it.”
/==—=\‘ o execution or It.
m D\ /D %% %% (via a logical relation)
D L-=- - - - I [ - - - |
delay failing until the idempotent outputs are

end of an atomic region not repeated
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Summary

 Modal crash types for intermittent computing [Derakhshan et al., ESOP ’23]
[Dotzel et al., TOPLAS '25]

* Undo-logging

“Every intermittent

 |/O, flexible branching, nonidempotence execution of a correct

concurrent program
e Intermittent shared memory concurrency has a corresponding

continuously-powered
execution-eft.”

The first provably correct supports for intermittent concurrency. (via an equivalence relation)

processes that do not successfully finish executing should not affect idempotent results!
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Future Work
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157



Future Work

/1\

5 &

shared memory distributed intermittent  fault-resilient cyberphysical
concurrency in crash types systems systems

158



Future Work

O
& & '
’
shared memory distributed intermittent fault-resilient cyberphysical

concurrency In crash types systems systems

159



Future Work
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